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Abstract. Deadlock propagation in distributed microservice architectures operating under 

Byzantine fault conditions represents a critical reliability challenge for large-scale cloud-native 

systems. Existing consensus protocols exhibit significant latency degradation and livelock 

susceptibility when node failures exhibit non-crash, arbitrary behavior. This paper introduces 

Adaptive Consensus Partitioning (ACP), a novel fault-tolerant orchestration framework that 

dynamically restructures service dependency graphs to isolate Byzantine partitions before deadlock 

cascades. ACP integrates a lightweight distributed deadlock detection algorithm with a quorum-

adaptive voting mechanism, reducing mean time-to-recovery by 61.4% across heterogeneous cluster 

configurations. Empirical evaluation on a 256-node testbed demonstrates that ACP sustains 

throughput degradation below 8% under simultaneous 30% Byzantine node injection, 

outperforming state-of-the-art baselines including BFT-SMaRt and HotStuff variants. These results 

confirm ACP's viability for production-grade, fault-resilient microservice deployments. 
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Introduction 

The exponential proliferation of cloud-native architectures has fundamentally transformed 

the deployment topology of modern enterprise software systems. As of 2025, over 85% of 

Fortune 500 organizations operate production workloads across distributed microservice 

ecosystems comprising hundreds to thousands of interdependent service instances, each 

subject to independent failure modes. Within these environments, the classical problem of 



distributed deadlock—wherein circular resource-wait dependencies halt system progress 

indefinitely—has re-emerged as a primary vector of cascading service outages, 

compounded by the non-deterministic failure semantics introduced by Byzantine faults. 

Unlike crash-stop failures, Byzantine node behavior encompasses arbitrary, potentially 

adversarial deviations from protocol specifications, including malformed message injection, 

selective message suppression, and conflicting state attestation. The intersection of 

deadlock propagation dynamics and Byzantine fault conditions exposes a fundamental 

vulnerability in contemporary orchestration frameworks: consensus mechanisms designed 

for benign failure environments offer insufficient guarantees when service coordinators 

themselves become sources of protocol corruption.\n\nDespite extensive research into 

Byzantine Fault Tolerant (BFT) consensus algorithms—including PBFT, HotStuff, 

Tendermint, and their derivatives—the specific sub-problem of deadlock cycle detection 

and resolution within Byzantine-contaminated service dependency graphs has received 

comparatively limited systematic treatment. Existing approaches either address deadlock in 

crash-fault-only models or treat Byzantine fault tolerance as orthogonal to liveness 

recovery, leaving a critical operational gap. Production incident reports from major cloud 

providers between 2023 and 2025 document recurring multi-hour outages attributable 

precisely to this interplay, motivating a dedicated, integrated algorithmic solution.\n\nThe 

present work addresses this gap by proposing Adaptive Consensus Partitioning (ACP), a 

framework that co-designs deadlock detection with Byzantine-resilient quorum 

restructuring. ACP operates by continuously monitoring service dependency graph 

topology, identifying suspect Byzantine partitions through probabilistic attestation 

divergence metrics, and dynamically re-partitioning the dependency graph to enforce 

deadlock-free execution paths prior to cascade propagation. The framework introduces a 

novel quorum-adaptive voting layer that adjusts fault tolerance thresholds in real time as 

node suspicion scores evolve, without incurring the prohibitive message complexity of full 

BFT re-election cycles.\n\nThis paper is structured as follows. Section 2 reviews related 

work on distributed deadlock detection, BFT consensus protocols, and microservice fault 

management. Section 3 formally defines the system model and adversarial assumptions 

underpinning ACP. Section 4 presents the ACP algorithm in detail, including its graph 

partitioning heuristics and quorum adaptation logic. Section 5 describes the experimental 

methodology and testbed configuration. Section 6 reports empirical results and comparative 

performance analysis. Section 7 discusses limitations, generalizability, and directions for 

future work, and Section 8 concludes the paper.\n\n 

This is a preliminary version. To read the full version of the article, please purchase a 

subscription. 
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